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SUMMARY

This paper sets out the cyber security activity by the pension Fund’s pension
administration provider LPPA. The Pension Fund Committee is asked to consider

and note the contents of this report.

RECOMMENDATIONS

The Pension Fund Committee is asked to note the contents of this report.

Wards Affected: None

Our Values

Summary of how this report aligns to
the H&F Values

Being ruthlessly financially efficient

Ensuring good governance for the
Pension Fund should ultimately lead to
better financial performance in the long
run for the Council and the council tax

payer.

Financial Impact
None




Legal Implications

UK General Data Protection Regulation supplemented by the Data Protection
Act 2018 requires the Council to safeguard personal data and to have
adequate systems and controls in place to discharge these responsibilities.
The LPPA and the Council discharge these responsibilities in accordance with
the terms of the Data Sharing Agreement that exists between the two parties.
10.2 and 10.3 of the Agreement states —

10.2 The parties undertake to have in place through the Term appropriate
technical and organisation security measures to (a) prevent (i) unauthorised or
unlawful processing of the Shared Personal Data; and ...(b) ensure a level of
security appropriate to: (i) the harm that might result from such unauthorised
processing or accidental loss, destruction or damage...’

10.3 The parties shall keep such security measures under review and shall
carry out updates as they agree are appropriate throughout the Term.

Angela Hogan, Chief Solicitor (Contracts and Procurement) 7" October 2024

Background Papers Used in Preparing This Report

None

DETAILED ANALYSIS

Proposals and Analysis of Options
Exempt

Reasons for Decision

Non Applicable
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Exempt Appendix 1 — LPPA Cyber Security
Exempt Appendix 2 — LPPA’s Cyber Security overview



